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Why Passwords Matter

Your Digital Lock and Key

e Passwords are like the keys to your digital life - your bank, email, and
even your favorite games.

e  Aweak password is like using a toy lock on your front door.

e  Hackers use tools that can guess millions of passwords quickly.

e Simple Analogy: Think of a strong password like a tough lock - it keeps

your digital doors shut to intruders.
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What Makes a Strong
Password

Build It Right

° Use a mix of uppercase, lowercase, numbers, and symbols.

e Make it long - at least 12 characters.

e  Avoid personal info like your name, birthday, or pet's name.

e  Try using passphrases (like "PurpleTigerDrinksCoffee2025!").

e Simple Analogy: A strong password is like a secret recipe - hard to

guess unless you made it yourself.
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Common Mistakes to
Avoid

Learn From Others’ Errors

e Don't use the same password for everything.

e  Avoid simple passwords like "123456" or "password."

e  Don’t write your passwords on sticky notes by your computer.

e Never share passwords through email or text.

e Simple Analogy: Using the same key for your house, car, and office is

risky - one loss and everything is exposed.
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Tools That Help

Let Tech Do the Work

e Use a password manager to create and store strong, unique
passwords.

e  Turn on two-factor authentication (2FA) to add extra protection.

e  Many phones and browsers offer secure ways to remember passwords.

e Simple Analogy: It’s like using a smart safe that locks all your keys

inside and opens only for you
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What If Your Password
Gets Stolen?

Act Fast

e  Change the password immediately, and any others that are similar.
e  Check your accounts for suspicious activity.

e  Turn on 2FAif you haven't already.

e  Report the issue to your service provider or IT team.

e Simple Analogy: If someone steals your house key, you change the

locks - same goes for passwords.
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Smart Habits for the
Future

Stay Secure, Stay Smart

e  Review your passwords regularly.
e Don’t ignore software updates - they fix security gaps.
e Learn about new scams and tactics used to steal passwords.

e  Help others around you build better password habits too.
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