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Device Danger:
Keeping Your Tech Safe
from Physical Threats

A Simple Guide to Protecting Your Phones, Laptops, and
USBs from Theft and Tampering
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Why Physical Security Still
Matters

Not All Threats Come Through the Internet

e  Cybersecurity isn't just about firewalls and passwords - it also means
protecting your actual devices.

e |f someone steals your laptop or plugs a malicious USB into your PC,
the damage can be just as bad.

e Simple Analogy: It’s like having a great home alarm system but leaving

the front door wide open.
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How Attackers Target
Devices

Sneaky but Simple Methods

e  They steal unattended devices from public places.

e  They plug infected USB drives into computers.

e  They access unlocked phones or laptops left at desks or in cars.

e They can even install hidden tracking tools if left alone with your device.

e Simple Analogy: Like a pickpocket at a busy train station - one

distraction and it's gone.
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Common Physical Security
Mistakes

Easy to Avoid, Easy to Overlook

e Leaving devices unattended in public.

e Not locking your screen when stepping away.

e  Using unsecured USBs from unknown sources.

e Not enabling device location or remote wipe features.

e Simple Analogy: Like leaving your car running with the keys inside at a

fuel station.
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How to Lock Down Your
Devices

Small Habits, Big Protection

e Use strong passwords and screen locks.

e  Turn on full-disk encryption.

e  Avoid using unknown USBs or charging stations.

e  Keep your devices with you or secured at all times.
e Enable remote lock and wipe features.

e Simple Analogy: It’s like using a steering wheel lock, car alarm, and

garage - layered protection works best.
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What to Do If Your Device
Is Lost or Stolen

Act Fast to Limit the Damage

e Use “Find My Device” or similar tools to locate or lock it remotely.

e  Change your passwords and log out of accounts from other devices.

e  Report the theft to IT or local authorities.

e  Alert your bank and contacts if sensitive data may have been exposed.

e Simple Analogy: If your wallet is stolen, you cancel your cards and

freeze your accounts - do the same with digital tools.
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Building Everyday Security
Habits

Make Safety Second Nature

e  Treat your tech like your wallet - never out of sight.
e  Secure devices even at home or work, not just in public.
e  Keep your security settings updated.

e  Teach your family or team to do the same.
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